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DETAILED ACTION 



1. 



Claims 1-86 are pending for examination. 



2. 



Claims 1-86 are rejected. 



Claim Objections 



Claims 12,13 are objected to under 37 CFR 1.75(c) as being in improper form because a 
multiple dependent claim. Claims 12,13 are recited to be dependent on any of claims 9-1 1, 
which are further dependent on any of claims 1,2. See MPEP § 608.01(n). Accordingly, the 
examiner assumes for the sake of applying art that claims 12,13 depend directly on claims 1,2. 

Claims 27,28,29 are objected to because of the following informalities: The phrase 
"digital data double using" in claims 27,28,29 and "digital data double'' in claim 29, is assumed 
to be "digital data using" in claims 27,28,29 and "digital data" in claim 29. Appropriate 
correction is required. 

Claim 30 is objected to because of the following informalities: The phrase "double re- 
encrypted digital data;" is assumed to be "double re-encrypted digital data to be stored ". 
Appropriate correction is required. 



Claim Rejections - 35 USC § 112 



The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 



The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 



3. Claim 30 (and 3 1-45 by dependency) recites the limitation "decrypting said stored second 
changeable-unchangeable key . . . " There is insufficient antecedent basis for this limitation in 
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the claim. The examiner assumes for the sake of applying art that the "to be stored" claim 30 
objection correction above will correct the phrase. 



Double Patenting 

A rejection based on double patenting of the "same invention" type finds its support in 
the language of 35 U.S.C. 101 which states that "whoever invents or discovers any new and 
useful process ... may obtain a patent therefor ..." (Emphasis added). Thus, the term "same 
invention," in this context, means an invention drawn to identical subject matter. See Miller v. - 
EagleMfg Co., 151U.S. 186 (1894);//? re Ockert, 245 F. 2d 467, 114 USPQ 330 (CCPA 1957); 
and In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970). 

A statutory type (35 U.S.C. 101) double patenting rejection can be overcome by 
canceling or amending the conflicting claims so they are no longer coextensive in scope. The 
filing of a terminal disclaimer cannot overcome a double patenting rejection based upon 35 
U.S.C. 101. 

4. Claims 28,30,47,49 (and 3 1-45, 50-64 by way of dependency) are rejected under 35 
U.S.C. 101 as claiming the same invention as that of claims 27,29,46,48. This is a double 
patenting rejection and appropriate correction is required. 



Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 



5. Claims 1-86 are rejected under 35 U.S.C. 102(b) as being anticipated by Davis, U.S. 
Patent 5,825,879. 
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6. As per claim 1 ; "A method for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from encrypted digital data, said method comprising 
the steps of [Abstract, col. 2,lines 10-col. 8,line 51]: encrypting said decrypted digital data using 
a changeable key to produce changeable key re-encrypted digital data [i.e., col. 5,lines 5-col. 
6,line 41, whereas the SVCP clearly re-encrypts with a user/session/ 'frame data key' (i.e., 
changeable) prior to frame buffer storage.]; encrypting said changeable key re-encrypted digital 
data using an unchangeable key in a device to produce changeable-unchangeable keys double re- 
encrypted digital data to be stored, copied or transferred [col 6,lines 10-col. 7,line 29, whereas 
the cryptographic functions in the SVCP IDD portion of the system as broadly interpreted by the 
examiner clearly encompass both encryption and decryption (i.e., encryption and decryption 
being the same broad interpretation of encryption per se), and clearly as the SVCP contains 
digital function, it therefore contains memory storage (i.e., registers, latches, memory, etc; 
'storage*).]; decrypting said copied, stored or transferred changeable-unchangeable keys double 
re-encrypted digital data using said unchangeable key to said changeable key re-encrypted digital 
data; and decrypting said changeable key re-encrypted digital data using said changeable key to 
said decrypted digital data [col. 2,lines 10-col. 8,line 51, whereas the frame buffer encrypted data 
is clearly decrypted by the reverse procedure insofar as the content becomes rendered on a 
display.]."; 

Further, as per claim 14; "An apparatus [This claim is the apparatus claim for the 
method claim 1 above, and is rejected for the same reasons provided for the claim 1 rejection] for 
protecting decrypted digital data from illegitimate use, said decrypted digital data being 
decrypted from encrypted digital data, said apparatus comprising: a changeable key encryption 
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unit for encrypting said decrypted digital data using a changeable key to produce changeable key 
re-encrypted digital data; an unchangeable key encryption unit for encrypting said changeable 
key re-encrypted digital data using an unchangeable key in a device to produce changeable- 
unchangeable keys double re-encrypted digital data to be stored, copied or transferred; an 
unchangeable key decryption unit for decrypting said copied, stored or transferred changeable- 
unchangeable keys double re-encrypted digital data using said unchangeable key to said 
changeable key re-encrypted digital data; and a changeable key decryption unit for decrypting 
said changeable key re-encrypted digital data using said changeable key to said decrypted digital 
data.". 



7. As per claim 2; "A method for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted, from encrypted digital data, comprising the steps of 
[This claim is claim 1 whereas the changeable and unchangeable aspects of the keys are 
reversed. The examiner broadly interprets the applicant's use of the terms changeable and 
unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar as any key is 
inherently changeable from an un-initialized state, and changeability is likewise inherent insofar 
as upon being initialized, it does not change unless a procedure to change is performed. 
Therefore this claim is rejected for the same reasons provided for the claim 1 rejection]: 
encrypting said decrypted digital data using an unchangeable key in a device to produce 
unchangeable key re-encrypted digital data; encrypting said unchangeable key re-encrypted 
digital data using a changeable key to produce unchangeable-changeable keys double re- 
encrypted digital data to be stored, copied or transferred; decrypting said copied, stored or 
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transferred unchangeable-changeable keys double re-encrypted digital data using said 
changeable key to said unchangeable key re-encrypted digital data; and decrypting said 
unchangeable key re-encrypted digital data using said unchangeable key to said decrypted digital 
data"; 

Further, as per claim 15; "An apparatus [This claim is the apparatus claim for the 
method claim 2 above, and is rejected for the same reasons provided for the claim 2 rejection] for 
protecting decrypted digital data from illegitimate use, said decrypted digital data being 
decrypted from encrypted digital data, said apparatus comprising: a changeable key encryption 
unit for encrypting said decrypted digital data using a changeable key to produce changeable key 
re-encrypted digital data; an unchangeable key encryption unit for encrypting said changeable 
key re-encrypted digital data using an unchangeable key in a device to produce changeable- 
unchangeable keys double re-encrypted digital data to be stored, copied or transferred; an 
unchangeable key decryption unit for decrypting said copied, stored or transferred changeable- 
unchangeable keys double re-encrypted digital data using said unchangeable key to said 
changeable key re-encrypted digital data; and a changeable key decryption unit for decrypting 
said changeable key re-encrypted digital data using said changeable key to said decrypted digital 
data". 

8. Claim 3 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said steps of encrypting and decrypting using said changeable key are carried out by a 
software The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 
2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor processing 
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apparatus, as broadly interpreted by the examiner would clearly encompass * . . . encrypting and 
decrypting using said changeable key are. . . carried out by a software', versus the SVCP per se 
being either a hardware or software implementation, or more particularly, "The SVCP may also 
be built into equipment such as DVDs and CD ROM devices (both clearly software 
embodiments per se)".); 

Further, as per claim 16 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 3 above, and is rejected for the same reasons 
provided for the claim 3 rejection] according to claim 14 or 15, in which encrypting and 
decrypting using said changeable key are carried out by a software.". 

9. Claim 4 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said steps of encrypting and decrypting using said changeable key are carried out by a 
hardware.". The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 
2,lines 10-coL 8,line 51, whereas the SVCP as a digital computer/ processor processing 
apparatus, as broadly interpreted by the examiner would clearly encompass ' . .. encrypting and 
decrypting using said changeable key are. . . carried out by a hardware', versus the SVCP per se 
being either a hardware or software implementation ); 

Further, as per claim 17 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 4 above, and is rejected for the same reasons 
provided for the claim 4 rejection] according to claim 14 or 15, in which encrypting and 
decrypting using said changeable key are carried out by a hardware.". 
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10. Claim 5 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said changeable key is supplied externally from said device.". The teachings of Davis 
are directed towards such limitations (i.e., col. 5,lines 5-col. 6,line 41, whereas the SVCP clearly 
re-encrypts with a user/session/ 'frame data key' (i.e., changeable) prior to frame buffer storage, 
as broadly interpreted by the examiner would clearly encompass c . . . key is supplied externally 
from said device . . . ' insofar as the key is a session key entered externally.); 

Further, as per claim 18 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 5 above, and is rejected for the same reasons 
provided for the claim 5 rejection] according to claim 14 or 15, wherein said changeable key is 
supplied externally from said device.". 

11. Claim 6 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said changeable key is generated in said device.". The teachings of Davis are directed 
towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP "... using keys 
obtained from the encryption circuitry . . . , as broadly interpreted by the examiner would clearly 
encompass ' . . . key is generated in said device ... 5 insofar as the key is used in conjunction with 
internal data transfer.); 

Further, as per claim 19 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 6 above, and is rejected for the same reasons 
provided for the claim 6 rejection] according to claim 14 or 15, wherein said changeable key is 
generated in said device.". 



1^1 
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12. Claim 7 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said steps of encrypting and decrypting using said unchangeable key are carried out by a 
software ". The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 
2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor processing 
apparatus, as broadly interpreted by the examiner would clearly encompass ' . . . encrypting and 
decrypting using said unchangeable key are. . . carried out by a software', versus the SVCP per se 
being either a hardware or software implementation, or more particularly, "The SVCP may also 
be built into equipment such as DVDs and CD ROM devices (both clearly software 
embodiments per se)". The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 

Further, as per claim 20 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 7 above, and is rejected for the same reasons 
provided for the claim 7 rejection] according to claim 14 or 15, in which encrypting and 
decrypting using said unchangeable key are carried out by a software.". 



13. Claim 8 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said steps of encrypting and decrypting using said unchangeable key are carried out by a 
hardware". The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 
2, lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor processing 
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apparatus, as broadly interpreted by the examiner would clearly encompass ' . . . encrypting and 
decrypting using said changeable key are. . . carried out by a hardware', versus the SVCP per se 
being either a hardware or software implementation. The examiner broadly interprets the 
applicant's use of the terms changeable and unchangeable keys to be equivalent (i.e., to broad to 
be distinguishable) insofar as any key is inherently changeable from an un-initialized state, and 
changeability is likewise inherent insofar as upon being initialized, it does not change unless a 
procedure to change is performed.); 

Further, as per claim 21 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 8 above, and is rejected for the same reasons 
provided for the claim 8 rejection] according to claim 14 or 15, in which encrypting and 
decrypting using said unchangeable key are carried out by a hardware.". 



14. Claim 9 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said unchangeable key is already placed in said device.". The teachings of Davis are 
directed towards such limitations (i.e., col 5,lines 60-col. 7,line 28, whereas the SVCP "... 
using keys obtained from the encryption circuitry . . . , as broadly interpreted by the examiner 
would clearly encompass ' . . . key is already placed in said device . . . ' insofar as the key is used 
in conjunction with internal data transfer. The examiner broadly interprets the applicant's use of 
the terms changeable and unchangeable keys to be equivalent (i.e., to broad to be 
distinguishable) insofar as any key is inherently changeable from an un-initialized state, and 
changeability is likewise inherent insofar as upon being initialized, it does not change unless a 
procedure to change is performed.); 
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Further, as per claim 22 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 9 above, and is rejected for the same reasons 
provided for the claim 9 rejection] according to claim 14 or 15, wherein said unchangeable key is 
already placed in said device.". 

15. Claim 10 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said unchangeable key is generated in said device.". The teachings of Davis are directed 
towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP "... using keys 
obtained from the encryption circuitry as broadly interpreted by the examiner would clearly 
encompass ' . . . key is generated in said device . . . * insofar as the key is used in conjunction with 
internal data transfer. The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 

Further, as per claim 23 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 10 above, and is rejected for the same reasons 
provided for the claim 10 rejection] according to claim 14 or 15, wherein said unchangeable key 
is generated in said device.". 



16. Claim 1 1 additionally recites the limitation that; "The method according to claim 1 or 2, 
wherein said unchangeable key is supplied externally from said device.". The teachings of Davis 
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are directed towards such limitations (i.e., col. 5,lines 5-col. 6,line 41, whereas the SVCP clearly 
re-encrypts with a user/session/ 'frame data key' prior to frame buffer storage, as broadly 
interpreted by the examiner would clearly encompass c . . . key is supplied externally from said 
device . . . ' insofar as the key is a session key entered externally. The examiner broadly interprets 
the applicant's use of the terms changeable and unchangeable keys to be equivalent (i.e., to broad 
to be distinguishable) insofar as any key is inherently changeable from an un-initialized state, 
and changeability is likewise inherent insofar as upon being initialized, it does not change unless 
a procedure to change is performed.); 

Further, as per claim 24 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 1 1 above, and is rejected for the same reasons 
provided for the claim 1 1 rejection] according to claim 14 or 15, wherein said unchangeable key 
is supplied externally from said device.". 

17. Claim 12 additionally recites the limitation that; "The method according to claim 9, 10 
or 1 1, wherein said unchangeable key is specific to said device.". The teachings of Davis are 
directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP "... 
using keys obtained from the encryption circuitry . . . , as broadly interpreted by the examiner 
would clearly encompass ' . . . key is specific to said device . . . ' insofar as the key is used in 
conjunction with internal data transfer. Also, the SVCP is applicable to set-top box 
configurations which inherently have device Ids (i.e., embedded) as part of the processor 
PROM/ROM type memory. The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
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as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 

Further, as per claim 25 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 12 above, and is rejected for the same reasons 
provided for the claim 12 rejection] according to claim 14 or 15, wherein said unchangeable key 
is specific to said device.". 

18. Claim 13 additionally recites the limitation that; "The method according to claim 9, 10 or 
1 1, wherein said unchangeable key is not specific to said device". The teachings of Davis are 
directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP "... 
using keys obtained from the encryption circuitry . . ., as broadly interpreted by the examiner 
would clearly encompass ' . . . key is not specific to said device . . . ' insofar as the key is used in 
conjunction with internal data transfer. The examiner broadly interprets the applicant's use of the 
terms changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) 
insofar as any key is inherently changeable from an un-initialized state, and changeability is 
likewise inherent insofar as upon being initialized, it does not change unless a procedure to 
change is performed.); 

Further, as per claim 26 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 13 above, and is rejected for the same reasons 
provided for the claim 13 rejection] according to claim 14 or 15, wherein said unchangeable key 
is not specific to said device.". 
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19. As per claim 27; "A method for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from digital data encrypted using a first changeable 
key, said method comprising the steps of [Abstract, col. 2,lines 10-col. 8,line 51]: encrypting said 
decrypted digital data using a second changeable key to produce second changeable key re- 
encrypted digital data [i.e., col. 5,lines 5-coL 6,line 41, whereas the SVCP clearly re-encrypts 
with a user/session/ 'frame data key* (i.e., changeable) prior to frame buffer storage.]; encrypting 
said second changeable key re-encrypted digital data using an unchangeable key in a device to 
produce unchangeable-second changeable keys double re-encrypted digital data to be stored [col. 
6,lines 10-col. 7,line 29, whereas the cryptographic functions in the SVCP IDD portion of the 
system as broadly interpreted by the examiner clearly encompass both encryption and decryption 
(i.e., encryption and decryption being the same broad interpretation of encryption per se), and 
clearly as the SVCP contains digital function, it therefore contains memory storage (i.e., 
registers, latches, memory, etc; 'storage').]; decrypting said stored unchangeable-second 
changeable keys double re-encrypted digital data using said unchangeable key to said second 
changeable key re-encrypted digital data; encrypting said second changeable key re-encrypted 
digital data using a third changeable key to produce third changeable-second changeable keys 
double re-encrypted digital data to be copied or transferred [col. 2,lines 10-col. 8,line 5 1, 
whereas this is the aspect that deals with the intermediate storage/transfer to intervening 
memory/storage elements. The SVCP network embodiments clearly encompass this aspect, as 
broadly interpreted by the examiner.]; decrypting said copied or transferred third changeable- 
second changeable keys double re-encrypted digital data double using said third changeable key 
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to said second changeable key re-encrypted digital data; and decrypting said second changeable 
key re-encrypted digital data using said second changeable key to said decrypted digital data 
[col 2,lines 10-col. 8,line 51, whereas the frame buffer encrypted data is clearly decrypted by the 
reverse procedure insofar as the content becomes rendered on a display.]."; 

Further, as per claim 46; "An apparatus [This claim is the method claim for the apparatus 
claim 27 above, and is rejected for the same reasons provided for the claim 27 rejection] for 
protecting decrypted digital data from illegitimate use, said decrypted digital data being 
decrypted from digital data encrypted using a first changeable key, said apparatus comprising: a 
second changeable key encryption unit for encrypting said decrypted digital data using a second 
changeable key to produce second changeable key re-encrypted digital data; an unchangeable 
key encryption unit for encrypting said second changeable key re-encrypted digital data using an 
unchangeable key in a device to produce unchangeable-second changeable keys double re- 
ncrypted digital data to be stored; an unchangeable key decryption unit for decrypting said stored 
unchangeable-second changeable keys double re-encrypted digital data using said unchangeable 
key to said second changeable key re-encrypted digital data; a third changeable key encryption 
unit for encrypting said second changeable key re-encrypted digital data using a third changeable 
key to produce third changeable-second changeable keys double re-encrypted digital data to be 
copied or transferred; a third changeable key decryption unit for decrypting said copied or 
transferred third changeable-second changeable keys double re-encrypted digital data using said 
third changeable key to said second changeable key re-encrypted digital data; and a second 
changeable key decryption unit for decrypting said second changeable key re-encrypted digital 
data using said second changeable key to said decrypted digital data.". 



Application/ContWNumber: 09/806,510 
Art Unit: 2136 



Page 16 



20. As per claim 28; "A method for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from digital data encrypted using a first changeable 
key, said method comprising the steps of [see double patenting section above above]: encrypting 
said decrypted digital data using a second changeable key to produce second changeable key re- 
encrypted digital data; encrypting said second changeable key re-encrypted digital data using an 
unchangeable key in a device to produce unchangeable-second changeable keys double re- 
encrypted digital data to be stored; decrypting said stored unchangeable-second changeable keys 
double re-encrypted digital data double using said unchangeable key to said second changeable 
key re-encrypted digital data; encrypting said second changeable key re-encrypted digital data 
using a third changeable key to produce third changeable-second changeable keys double re- 
encrypted digital data to be copied or transferred; decrypting said copied or transferred third 
changeable-second changeable keys double re-encrypted digital data double using said third 
changeable key to said second changeable key re-encrypted digital data; and decrypting said 
second changeable key re-encrypted digital data using said second changeable key to said 
decrypted digital data."; 

Further, as per claim 47; "An apparatus [see double patenting section above above, this 
claim is the method claim for the apparatus claim 28 above, and is rejected for the same reasons 
provided for the claim 28 rejection] for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from digital data encrypted using a first changeable 
key, said apparatus comprising: a second changeable key encryption unit for encrypting said 
decrypted digital data using a second changeable key to produce second changeable key re- 
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encrypted digital data; an unchangeable key encryption unit for encrypting said second 
changeable key re-encrypted digital data using an unchangeable key in a device to produce 
unchangeable-second changeable keys double re-encrypted digital data to be stored; an 
unchangeable key decryption unit for decrypting said stored unchangeable-second changeable 
keys double re-encrypted digital data using said unchangeable key to said second changeable key 
re-encrypted digital data; a third changeable key encryption unit for encrypting said second 
changeable key re-encrypted digital data using a third change-able key to produce third 
changeable-second changeable keys double re-encrypted digital data [double re-encrypted by 
third-changeable-second-changeable keys] to be copied or transferred; a third changeable key 
decryption unit for decrypting said copied or transferred third changeable-second changeable 
keys double re-encrypted digital data using said third changeable key to said second changeable 
key re-encrypted digital data; and a second changeable key decryption unit for decrypting said 
second changeable key re-encrypted digital data using said second changeable key to said 
decrypted digital data 



21 As per claim 29; "A method for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from digital data encrypted using a first changeable 
key, said method comprising the steps of [This claim is claim 27 whereas the changeable and 
unchangeable aspects of the keys are reversed. The examiner broadly interprets the applicant's 
use of the terms changeable and unchangeable keys to be equivalent (i.e., to broad to be 
distinguishable) insofar as any key is inherently changeable from an un-initialized state, and 
changeability is likewise inherent insofar as upon being initialized, it does not change unless a 



Application/Contra Number: 09/806,510 p age 18 

Art Unit: 2136 

procedure to change is performed. Therefore this claim is rejected for the same reasons provided 
for the claim 27 rejection]: encrypting said decrypted digital data using an unchangeable key in a 
device to produce unchangeable key re-encrypted digital data, and encrypting said unchangeable 
key re-encrypted digital data using a second changeable key to produce second changeable- 
unchangeable keys double re-encrypted digital data double to be stored; decrypting said stored 
second changeable-unchangeable keys double re-encrypted digital data double using said second 
changeable key to said unchangeable key re-encrypted digital data; decrypting said unchangeable 
key re-encrypted digital data using said unchangeable key to said decrypted digital data; 
encrypting said decrypted digital data using a third changeable key to produce third changeable 
key re-encrypted digital data, and encrypting said third changeable key re-encrypted digital data 
using said second changeable key to produce second changeable-third changeable keys double 
re-encrypted digital data to be copied or transferred; decrypting said copied or transferred second 
changeable-third changeable keys double re-encrypted digital data using said second changeable 
key to said third changeable key re-encrypted digital data; and decrypting said third changeable 
key re-encrypted digital data using said third changeable key to said decrypted digital data."; 

Further, as per claim 48; "An apparatus [This claim is the method claim for the apparatus 
claim 29 above, and is rejected for the same reasons provided for the claim 29 rejection] for 
protecting decrypted digital data from illegitimate use, said decrypted digital data being 
decrypted from digital data encrypted using a first changeable key, said apparatus comprising: an 
unchangeable key encryption unit for encrypting said decrypted digital data using an 
unchangeable key in a device to produce unchangeable key re-encrypted digital data, and a 
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second changeable key encryption unit for encrypting said unchangeable key re-encrypted digital 
data using a second changeable key to produce second changeable-unchangeable keys double re- 
encrypted digital data to be stored; a second changeable key decryption unit for decrypting said 
stored second changeable-unchangeable keys double re-encrypted digital data using said second 
changeable key to said unchangeable key re-encrypted digital data, and an unchangeable key 
decryption unit for decrypting said unchangeable key re-encrypted digital data using said 
unchangeable key to said decrypted digital data; a third changeable key encryption unit for 
encrypting said decrypted digital data using a third changeable key to produce third changeable 
key re-encrypted digital data, and a second changeable key encryption unit for encrypting said 
third changeable key re-encrypted digital data using said second changeable key to produce 
second changeable-third changeable keys double re-encrypted digital data to be copied or 
transferred; and a second changeable key decryption unit for decrypting said copied or 
transferred second changeable-third changeable keys double re-encrypted digital data using said 
second changeable key to said third changeable key re-encrypted digital data, and a third 
changeable key decryption unit for decrypting said third changeable keys re-encrypted digital 
data using said third changeable key to said decrypted digital data.". 



22. As per claim 30; "A method for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from digital data encrypted using a first changeable 
key, said method comprising the steps of [see double patenting section above above]: encrypting 
said decrypted digital data using an unchangeable key in a device to produce unchangeable key 
re-encrypted digital data, and encrypting said unchangeable key re-encrypted digital data using a 
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second changeable key to produce second changeable-unchangeable keys double re-encrypted 
digital data; decrypting said stored second changeable-unchangeable keys double re-encrypted 
digital data using said second changeable key to said unchangeable key re-encrypted digital data; 
decrypting said unchangeable key re-encrypted digital data using said unchangeable key to said 
decrypted digital data; encrypting said decrypted digital data using a third changeable key to 
produce third changeable key re-encrypted digital data, and encrypting said third changeable key 
re-encrypted digital data using said second changeable key to produce second changeable-third 
changeable keys double re-encrypted digital data to be copied or transferred; decrypting said 
copied or transferred second changeable-third changeable keys double re-encrypted digital data 
using said second changeable key to said third changeable key re-encrypted digital data; and 
decrypting said third changeable key re-encrypted digital data using said third changeable key to 
said decrypted digital data."; 

Further, as per claim 49; "An apparatus [see double patenting section above above, this 
claim is the method claim for the apparatus claim 30 above, and is rejected for the same reasons 
provided for the claim 30 rejection] for protecting decrypted digital data from illegitimate use, 
said decrypted digital data being decrypted from digital data encrypted using a first changeable 
key, said apparatus comprising: an unchangeable key encryption unit for encrypting said 
decrypted digital data using an unchangeable key in a device to produce unchangeable key re- 
encrypted digital data, and a second changeable key encryption unit for encrypting said 
unchangeable key re-encrypted digital data using a second changeable key to produce second 
changeable-unchangeable keys double re-encrypted digital data to be stored; a second 
changeable key decryption unit for decrypting said stored second changeable-unchangeable keys 
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double re-encrypted digital data using said second changeable key to said unchangeable key re- 
encrypted digital data, and an unchangeable key decryption unit for decrypting said 
unchangeable key re-encrypted digital data using said unchangeable key to said decrypted digital 
data; a third changeable key encryption unit for encrypting said decrypted digital data using a 
third changeable key to produce third changeable key re-encrypted digital data, and a second 
changeable key encryption unit for encrypting said third changeable key re-encrypted digital data 
using said second changeable key to produce second changeable-third changeable keys double 
re-encrypted digital data to be copied or transferred; and a second changeable key decryption 
unit for decrypting said copied or transferred second changeable-third changeable keys double; 
re-encrypted digital data using said second changeable key to said third changeable key re- 
encrypted digital data, and a third changeable key decryption unit for decrypting said third 
changeable key re-encrypted digital data using said third changeable key to said decrypted digital 
data". 



23. Claim 3 1 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said steps of encrypting and decrypting using said second changeable key 
are carried out by a software". The teachings of Davis are directed towards such limitations (i.e., 
Abstract, col. 2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor 
processing apparatus, as broadly interpreted by the examiner would clearly encompass 
encrypting and decrypting using said changeable key are. . . carried out by a software', versus the 
SVCP per se being either a hardware or software implementation, or more particularly, "The 
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SVCP may also be built into equipment such as DVDs and CD ROM devices (both clearly 
software embodiments per se)".); 

Further, as per claim 50 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 3 1 above, and is rejected for the same reasons 
provided for the claim 31 rejection] according to claim 46, 47, 48 or 49, wherein said steps of 
encrypting and decrypting using said second changeable key are carried out by a software.". 



24. Claim 32 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said steps of encrypting and decrypting using said second changeable key 
are carried out by a hardware.". The teachings of Davis are directed towards such limitations 
(i.e., Abstract, col. 2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor 
processing apparatus, as broadly interpreted by the examiner would clearly encompass 
encrypting and decrypting using said changeable key are. . . carried out by a hardware', versus 
the SVCP per se being either a hardware or software implementation.); 

Further, as per claim 51 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 32 above, and is rejected for the same reasons 
provided for the claim 32 rejection] according to claim 46, 47, 48 or 49, wherein said steps of 
encrypting and decrypting using said second changeable key are carried out by a hardware.". 

25. Claim 33 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said second changeable key is supplied externally from said device ". The 
teachings of Davis are directed towards such limitations (i.e., col. 5,lines 5-col. 6,line 41; 
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whereas the SVCP clearly re-encrypts with a user/session/ 'frame data key' (i.e., changeable) 
prior to frame buffer storage, as broadly interpreted by the examiner would clearly encompass c 
. . . key is supplied externally from said device . . . * insofar as the key is a session key entered 
externally.); 

Further, as per claim 52 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 33 above, and is rejected for the same reasons 
provided for the claim 33 rejection] according to claim 46, 47, 48 or 49, wherein said second 
changeable key is supplied externally from said device.". 

26. Claim 34 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said second changeable key is generated in said device.". The teachings of 
Davis are directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP 
"... using keys obtained from the encryption circuitry as broadly interpreted by the examiner 
would clearly encompass ' . . . key is generated in said device . . . ' insofar as the key is used in 
conjunction with internal data transfer.); 

Further, as per claim 53 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 34 above, and is rejected for the same reasons 
provided for the claim 34 rejection] according to claim 46, 47, 48 or 49, wherein said second 
changeable key is generated in said device.". 



27. Claim 35 additionally recites the limitation that; "The method according to claim 27, 

28, 29 or 30, wherein said steps of encrypting and decrypting using said third changeable key are 
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carried out by a software.". The teachings of Davis are directed towards such limitations (i.e., 
Abstract, col. 2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor 
processing apparatus, as broadly interpreted by the examiner would clearly encompass 
encrypting and decrypting using said changeable key are. . . carried out by a software', versus the 
SVCP per se being either a hardware or software implementation, or more particularly, "The 
SVCP may also be built into equipment such as DVDs and CD ROM devices (both clearly 
software embodiments per se)".); 

Further, as per claim 54 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 35 above, and is rejected for the same reasons 
provided for the claim 35 rejection] according to claim 46, 47, 48 or 49, wherein said steps of 
encrypting and decrypting using said third changeable key are carried out by a software.". 

28. Claim 36 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said steps of re-encrypting and decrypting using said third changeable key 
are carried out by a hardware.". The teachings of Davis are directed towards such limitations 
(i.e., Abstract, col. 2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor 
processing apparatus, as broadly interpreted by the examiner would clearly encompass 
encrypting and decrypting using said changeable key are. . . carried out by a hardware', versus 
the SVCP per se being either a hardware or software implementation.); 

Further, as per claim 55 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 36 above, and is rejected for the same reasons 
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provided for the claim 36 rejection] according to claim 46, 47, 48 or 49, wherein said steps of 
encrypting and decrypting using said third changeable key are carried out by a hardware ". 

29. Claim 37 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said third changeable key is supplied externally from said device.". The 
teachings of Davis are directed towards such limitations (i.e., col. 5,lines 5-col. 6,line 41, 
whereas the SVCP clearly re-encrypts with a user/session/ 'frame data key' (i.e., changeable) 
prior to frame buffer storage, as broadly interpreted by the examiner would clearly encompass c 
. . . key is supplied externally from said device ... 5 insofar as the key is a session key entered 
externally.); 

Further, as per claim 56 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 37 above, and is rejected for the same reasons 
provided for the claim 37 rejection] according to claim 46, 47, 48 or 49, wherein said third 
changeable key is supplied externally from said device.". 

30. Claim 38 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said third changeable key is generated in said device.". The teachings of 
Davis are directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP 
"... using keys obtained from the encryption circuitry . . . , as broadly interpreted by the examiner 
would clearly encompass ' . . . key is generated in said device . . . * insofar as the key is used in 
conjunction with internal data transfer.); 
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Further, as per claim 57 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 38 above, and is rejected for the same reasons 
provided for the claim 38 rejection] according to claim 46, 47, 48 or 49, wherein said third 
changeable key is generated in said device.". 



31. Claim 39 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said steps of encrypting and decrypting using said unchangeable key are 
carried out by a software.". The teachings of Davis are directed towards such limitations (i.e., 
Abstract, col. 2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor 
processing apparatus, as broadly interpreted by the examiner would clearly encompass 
encrypting and decrypting using said unchangeable key are. . . carried out by a software', versus 
the SVCP per se being either a hardware or software implementation, or more particularly, "The 
SVCP may also be built into equipment such as DVDs and CD ROM devices (both clearly 
software embodiments per se)". The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 

Further, as per claim 58 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 39 above, and is rejected for the same reasons 
provided for the claim 39 rejection] according to claim 46, 47, 48 or 49, wherein said steps of 
encrypting and decrypting using said unchangeable key are carried out by a software ". 
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32. Claim 40 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said steps of encrypting and decrypting using said unchangeable key are 
carried out by a hardware.". The teachings of Davis are directed towards such limitations (i.e., 
Abstract, col. 2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor 
processing apparatus, as broadly interpreted by the examiner would clearly encompass 
encrypting and decrypting using said changeable key are. . . carried out by a hardware', versus 
the SVCP per se being either a hardware or software implementation. The examiner broadly 
interprets the applicant's use of the terms changeable and unchangeable keys to be equivalent 
(i.e., to broad to be distinguishable) insofar as any key is inherently changeable from an un- 
initialized state, and changeability is likewise inherent insofar as upon being initialized, it does 
not change unless a procedure to change is performed.); 

Further, as per claim 59 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 40 above, and is rejected for the same reasons 
provided for the claim 40 rejection] according to claim 46, 47, 48 or 49, wherein said steps of 
encrypting and decrypting using said unchangeable key are carried out by a hardware ". 

33. Claim 41 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said unchangeable key is already placed in said device.". The teachings of 
Davis are directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP 
" . . . using keys obtained from the encryption circuitry . . ., as broadly interpreted by the examiner 
would clearly encompass ' . . . key is already placed in said device . . . ' insofar as the key is used 
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in conjunction with internal data transfer. The examiner broadly interprets the applicant's use of 
the terms changeable and unchangeable keys to be equivalent (i.e., to broad to be 
distinguishable) insofar as any key is inherently changeable from an un-initialized state, and 
changeability is likewise inherent insofar as upon being initialized, it does not change unless a 
procedure to change is performed.); 

Further, as per claim 60 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 41 above, and is rejected for the same reasons 
provided for the claim 41 rejection] according to claim 46, 47, 48 or 49, wherein said 
unchangeable key is already placed in the device.". 

34. Claim 42 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said unchangeable key is generated in said device.". The teachings of 
Davis are directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP 
"... using keys obtained from the encryption circuitry . . ., as broadly interpreted by the examiner 
would clearly encompass ' . . . key is generated in said device ... * insofar as the key is used in 
conjunction with internal data transfer. The examiner broadly interprets the applicant's use of the 
terms changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) 
insofar as any key is inherently changeable from an un-initialized state, and changeability is 
likewise inherent insofar as upon being initialized, it does not change unless a procedure to 
change is performed.); 

Further, as per claim 61 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 42 above, and is rejected for the same reasons 
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provided for the claim 42 rejection] according to claim 46, 47, 48 or 49, wherein said 
unchangeable key is generated in the device.". 



35. Claim 43 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said unchangeable key is supplied externally from said device ". The 
teachings of Davis are directed towards such limitations (i.e., col 5,lines 5-col. 6,line 41, 
whereas the SVCP clearly re-encrypts with a user/session/ 'frame data key' prior to frame buffer 
storage, as broadly interpreted by the examiner would clearly encompass ' . . . key is supplied 
externally from said device . . . ' insofar as the key is a session key entered externally. The 
examiner broadly interprets the applicant's use of the terms changeable and unchangeable keys 
to be equivalent (i.e., to broad to be distinguishable) insofar as any key is inherently changeable 
from an un-initialized state, and changeability is likewise inherent insofar as upon being 
initialized, it does not change unless a procedure to change is performed.); 

Further, as per claim 62 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 43 above, and is rejected for the same reasons 
provided for the claim 43 rejection] according to claim 46, 47, 48 or 49, wherein said 
unchangeable key is supplied externally from the device.". 

36. Claim 44 additionally recites the limitation that; "The method according to claim 27, 
28, 29 or 30, wherein said unchangeable key is specific to said device ". The teachings of Davis 
are directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP " . .. 
using keys obtained from the encryption circuitry . . ., as broadly interpreted by the examiner 
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would clearly encompass *■ . . . key is specific to said device ... * insofar as the key is used in 
conjunction with internal data transfer. Also, the SVCP is applicable to set-top box 
configurations which inherently have device Ids (i.e., embedded) as part of the processor 
PROM/ROM type memory. The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 

Further, as per claim 63 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 44 above, and is rejected for the same reasons 
provided for the claim 44 rejection] according to claim 46, 47, 48 or 49, wherein said 
unchangeable key is specific to said device.". 

37. Claim 45 additionally recites the limitation that; "The method according to claim 27, 28, 
29 or 30, wherein said unchangeable key is not specific to said device". The teachings of Davis 
are directed towards such limitations (i.e., col. 5,lihes 60-col. 7,line 28, whereas the SVCP "... 
using keys obtained from the encryption circuitry . . . , as broadly interpreted by the examiner 
would clearly encompass ' . . . key is not specific to said device . . . * insofar as the key is used in 
conjunction with internal data transfer. The examiner broadly interprets the applicant's use of the 
terms changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) 
insofar as any key is inherently changeable from an un-initialized state, and changeability is 
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likewise inherent insofar as upon being initialized, it does not change unless a procedure to 
change is performed ); 

Further, as per claim 64 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 45 above, and is rejected for the same reasons 
provided for the claim 45 rejection] according to claim 46, 47, 48 or 49, wherein said 
unchangeable key is not specific to said device.". 

38. As per claim 65; "A method for protecting digital data from illegitimate use, said method 
comprising the steps of [This claim is claim 1 whereas the changeable and unchangeable aspects 
of the keys are reversed, and the application specific aspect of licensing (i.e., the 'determining 
whether said digital data is subject to be protected or not' below). The examiner broadly 
interprets the applicant's use of the terms changeable and unchangeable keys to be equivalent 
(i.e., to broad to be distinguishable) insofar as any key is inherently changeable from an un- 
initialized state, and changeability is likewise inherent insofar as upon being initialized, it does 
not change unless a procedure to change is performed. Also, the SVCP clearly determines 
protection criteria insofar as the SVCP ' . . . may be necessary to gain prior authorization before 
viewing of particular video. . . * (i.e., col. 3,lines 13-26). Therefore this claim is rejected for the 
same reasons provided for the claim 1 rejection]: determining whether said digital data is subject 
to be protected or not; encrypting said digital data determined to be protected, using an 
unchangeable key in a device to produce unchangeable key encrypted digital data; storing, 
copying or transferring said unchangeable key encrypted digital data; decrypting said stored, 
copied or transferred unchangeable key encrypted digital data using said unchangeable key to 
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said decrypted digital data; and utilizing said stored, copied or transferred unchangeable key 
encrypted digital data and said decrypted digital data 

Further, as per claim 76; "An apparatus [This claim is the method claim for the apparatus 
claim 65 above, and is rejected for the same reasons provided for the claim 65 rejection] for 
protecting digital data from illegitimate use, said apparatus comprising: determining means for 
determining whether said digital data is subject to be protected or not; means for encrypting said 
digital data, determined being subject to be protected, using an unchangeable key in a device to 
produce unchangeable key encrypted digital data; means for storing, copying or transferring said 
unchangeable key encrypted digital data; means for decrypting said stored, copied or transferred 
unchangeable key encrypted digital data to said decrypted digital data; and means for utilizing 
said stored, copied or transferred unchangeable key encrypted digital data and said decrypted 
digital data.". 

39. Claim 66 additionally recites the limitation that; "The method according to claim 65, 
wherein said steps of encrypting and decrypting using said unchangeable key are carried out by a 
software". The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 
2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor processing 
apparatus, as broadly interpreted by the examiner would clearly encompass c .... encrypting and 
decrypting using said unchangeable key are. . . carried out by a software', versus the SVCP per se 
being either a hardware or software implementation, or more particularly, "The SVCP may also 
be built into equipment such as DVDs and CD ROM devices (both clearly software 
embodiments per se)". The examiner broadly interprets the applicant's use of the terms 
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changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 

Further, as per claim 77 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 66 above, and is rejected for the same reasons 
provided for the claim 66 rejection] according to claim 76, wherein encrypting and decrypting 
using said unchangeable key a-re carried out by a software.". 

40. Claim 67 additionally recites the limitation that; "The method according to claim 65, 
wherein said steps of encrypting and decrypting using said unchangeable key are carried out by a 
hardware". The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 
2,lines 10-col. 8,line 51, whereas the SVCP as a digital computer/ processor processing 
apparatus, as broadly interpreted by the examiner would clearly encompass ' ... encrypting and 
decrypting using said changeable key are. . . carried out by a hardware', versus the SVCP per se 
being either a hardware or software implementation. The examiner broadly interprets the 
applicant's use of the terms changeable and unchangeable keys to be equivalent (i.e., to broad to 
be distinguishable) insofar as any key is inherently changeable from an un-initialized state, and 
changeability is likewise inherent insofar as upon being initialized, it does not change unless a 
procedure to change is performed ); 

Further, as per claim 78 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 67 above, and is rejected for the same reasons 
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provided for the claim 67 rejection] according to claim 76, wherein encrypting and decrypting . 
using said unchangeable key are carried out by a hardware.". 



41 Claim 68 additionally recites the limitation that; "The method according to claim 65, in 
which encrypting and decrypting using said unchangeable key are controlled by identifying 
information which is added to said digital data.". The teachings of Davis are directed towards 
such limitations (i.e., Abstract, col. 2,lines 10-col. 8,line 51, whereas, the SVCP clearly 
determines identifying criteria insofar as the SVCP * . . . may be necessary to gain prior 
authorization before viewing of particular video... ' (i.e., col. 3,lines 13-26), as broadly 
interpreted by the examiner would clearly encompass ' . . . controlled by identifying information 

-'.); 

Further, as per claim 79 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 68 above, and is rejected for the same reasons 
provided for the claim 68 rejection] according to claim 76, wherein encrypting and decrypting ; 
using said unchangeable key ar° controlled by identifying information which is added to said 
digital data.". 



42. Claim 69 additionally recites the limitation that; "The method according to claim 68, in 
which encrypting and decrypting are carried out when said identifying information is present ". 
The teachings of Davis are directed towards such limitations (i.e., Abstract, col 2,lines 10-col. 
8,line 51, whereas, the SVCP clearly determines identifying criteria insofar as the SVCP ' . . . 
may be necessary to gain prior authorization before viewing of particular video. . . ' (i.e., col. 
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3, lines 13-26), as broadly interpreted by the examiner would clearly encompass ' . . . identifying 
information is present ...\); 

Further, as per claim 80 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 69 above, and is rejected for the same reasons 
provided for the claim 69 rejection] according to claim 76, wherein encrypting and decrypting 
are carried out when said identifying information is present/'. 



43. Claim 70 additionally recites the limitation that; "The method according to claim 68, in 
which encrypting and decrypting are carried out when said identifying information is absent ". 
The teachings of Davis are directed towards such limitations (i.e., Abstract, col. 2,lines 10-col. 
8,line 51, whereas, the SVCP clearly determines identifying criteria insofar as the SVCP 
may be necessary to gain prior authorization before viewing of particular video. . . ' (i.e., col. 
3,lines 13-26), as broadly interpreted by the examiner would clearly encompass ' . . . identifying 
information is absent ...'.); 

Further, as per claim 81 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 70 above, and is rejected for the same reasons 
provided for the claim 70 rejection] according to claim 76, wherein encrypting and decrypting 
are carried out when said identifying information is absent ". 



44. Claim 71 additionally recites the limitation that; "The method according to claim 65, 
wherein said unchangeable key is already placed in said device". The teachings of Davis are 
directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP " ... 
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using keys obtained from the encryption circuitry . . as broadly interpreted by the examiner 
would clearly encompass ' . . . key is already placed in said device . . . ' insofar as the key is used 
in conjunction with internal data transfer. The examiner broadly interprets the applicant's use of 
the terms changeable and unchangeable keys to be equivalent (i.e., to broad to be 
distinguishable) insofar as any key is inherently changeable from an un-initialized state, and 
changeability is likewise inherent insofar as upon being initialized, it does not change unless a 
procedure to change is performed.); 

Further, as per claim 82 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 71 above, and is rejected for the same reasons 
provided for the claim 71 rejection] according to claim 76, wherein said unchangeable key is 
already placed in the device ". 



45. Claim 72 additionally recites the limitation that; "The method according to claim 65, 
wherein said unchangeable key is generated in the device.". The teachings of Davis are directed 
towards such limitations (i.e., col. 5,lines 60-col 7,line 28, whereas the SVCP "... using keys 
obtained from the encryption circuitry . . ., as broadly interpreted by the examiner would clearly 
encompass 4 . . . key is generated in said device . . . ' insofar as the key is used in conjunction with 
internal data transfer. The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed.); 
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Further, as per claim 83 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 72 above, and is rejected for the same reasons 
provided for the claim 72 rejection] according to claim 76, wherein said unchangeable key is 
generated in the device.". 

46. Claim 73 additionally recites the limitation that; "The method according to claim 65, 
wherein said unchangeable key is supplied externally from the device ". The teachings of Davis 
are directed towards such limitations (i.e., col. 5,lines 5-col. 6,line 41, whereas the SVCP clearly 
re-encrypts with a user/session/ 'frame data key' prior to frame buffer storage, as broadly 
interpreted by the examiner would clearly encompass ' . . . key is supplied externally from said 
device . . . ' insofar as the key is a session key entered externally. The examiner broadly interprets 
the applicant's use of the terms changeable and unchangeable keys to be equivalent (i.e., to broad 
to be distinguishable) insofar as any key is inherently changeable from an un-initialized state, 
and changeability is likewise inherent insofar as upon being initialized, it does not change unless 
a procedure to change is performed.); 

Further, as per claim 84 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 73 above, and is rejected for the same reasons 
provided for the claim 73 rejection] according to claim 76, wherein said unchangeable key is 
supplied externally from the device.". 

47. Claim 74 additionally recites the limitation that; "The method according to claim 71, 72 
or 73, wherein said unchangeable key is specific to the device". The teachings of Davis are 
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directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP "... 
using keys obtained from the encryption circuitry . . as broadly interpreted by the examiner 
would clearly encompass ' . . . key is specific to said device . . . ' insofar as the key is used in 
conjunction with internal data transfer. Also, the SVCP is applicable to set-top box 
configurations which inherently have device Ids (i.e., embedded) as part of the processor 
PROM/ROM type memory. The examiner broadly interprets the applicant's use of the terms 
changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) insofar 
as any key is inherently changeable from an un-initialized state, and changeability is likewise 
inherent insofar as upon being initialized, it does not change unless a procedure to change is 
performed); 

Further, as per claim 85 additionally reciting the limitation that; "The apparatus [This 
claim is the apparatus claim for the method claim 74 above, and is rejected for the same reasons 
provided for the claim 74 rejection] according to claim 82, 83 or 84, wherein said 
unchangeable key is specific to the device ". 



48. Claim 75 additionally recites the limitation that; "The method according to claim 71, 72 
or 73, wherein said unchangeable key is not specific to the device ". The teachings of Davis are 
directed towards such limitations (i.e., col. 5,lines 60-col. 7,line 28, whereas the SVCP "... 
using keys obtained from the encryption circuitry . . . , as broadly interpreted by the examiner 
would clearly encompass ' . . . key is not specific to said device . . . ' insofar as the key is used in 
conjunction with internal data transfer. The examiner broadly interprets the applicant's use of the 
terms changeable and unchangeable keys to be equivalent (i.e., to broad to be distinguishable) 
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insofar as any key is inherently changeable from an un-initialized state, and changeability is 
likewise inherent insofar as upon being initialized, it does not change unless a procedure to 
change is performed.); 

Further, as per claim 86 additionally reciting the limitation that; "] The apparatus [This 
claim is the apparatus claim for the method claim 75 above, and is rejected for the same reasons 
provided for the claim 75 rejection according to claim 82, 83 or 84, wherein said unchangeable 
key is not specific to the device ". 



49. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (571) 272-3681, and whose 
unofficial Fax number is (571) 273-3681. The examiner can normally be reached Monday 
through Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (571) 272-3795. The Fax number for the organization 
where this application is assigned is 703-872-9306. 



Conclusion 



Patent Examiner 



Ronald Baum 




